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1. Introduction

1.1 Background
The 21st century has witnessed a paradigm shift 

in the banking industry, with digital transformation 
moving from a "strategic option" to a "survival 
necessity" (BIS, 2022). The COVID-19 pandemic 
further accelerated this trend, as lockdown measures 
forced banks to shift from physical branches to digital 
channels—with global digital banking adoption rates 
rising from 60% in 2020 to 78% in 2023 (McKinsey, 
2024). Concurrently, the rise of FinTech startups 
(e.g., Revolut, Chime, and Ant Group) has disrupted 
traditional banking models by offering agile, customer-
centric services such as peer-to-peer (P2P) lending, 
robo-advisory, and mobile payment solutions (World 
Bank, 2023).

However, this digital revolution is not without 
challenges. As banks integrate emerging technologies 
(e.g., artificial intelligence [AI], blockchain, and big 
data analytics) into their operations, they face new risks 
that traditional risk management frameworks are ill-
equipped to address (FSB, 2022). Moreover, regulators 
worldwide are struggling to balance innovation and 
stability—with inconsistencies in regulatory approaches 
across jurisdictions creating compliance burdens for 
cross-border banks (IMF, 2023).

1.2 Research Gap
E x i s t i n g  l i t e r a t u r e  o n  b a n k i n g  d i g i t a l 

transformation has primarily focused on either its 
benefits (e.g., efficiency gains and financial inclusion) 
or risks (e.g., cyber threats), but few studies have 
examined the interdependencies between innovation, 
risk, and regulation (Zhang et al., 2022). Additionally, 
most empirical research relies on data from developed 
economies, neglecting the unique challenges faced 
by banks in emerging markets (e.g., limited digital 
infrastructure and low financial literacy) (UNCTAD, 
2023). This study aims to fill these gaps by providing 
a holistic analysis of digital transformation’s impacts 
across diverse geographical contexts and proposing a 
integrated regulatory framework.

1.3 Research Objectives and Questions
The primary objectives of this study are:
To assess the impact of digital transformation 

on banking innovation (e.g., service delivery, product 
development) and operational efficiency.

To identify and quantify the new risks associated 
with digital banking (e.g., cyber risk, algorithmic risk, 
and third-party risk).

To analyze the current regulatory landscape for 
digital banking and identify gaps between innovation 
and regulation.

To propose a dynamic regulatory framework that 
supports innovation while mitigating risks.

To achieve these objectives, we address the 
following research questions:

•RQ1: How does digital transformation affect 
the innovation capacity and operational efficiency of 
traditional banks?

•RQ2: What are the key emerging risks in digital 
banking, and how do they differ from traditional 
banking risks?

•RQ3: To what extent do existing regulatory 
frameworks address the challenges of digital banking, 
and what are the main sources of regulatory lag?

•RQ4: What design principles should guide the 
development of a global regulatory framework for 
digital banking?

1.4 Significance of the Study
This study has both theoretical and practical 

significance. Theoretically, it contributes to the 
literature on financial innovation and risk management 
by developing a conceptual model that links digital 
transformation, risk, and regulation. Practically, it 
provides insights for banks to optimize their digital 
strategies (e.g., prioritizing cybersecurity investments 
and addressing algorithmic biases) and for regulators 
to design adaptive frameworks (e.g.,  sandbox 
programs and cross-border coordination mechanisms). 
Addit ionally,  the f indings offer  guidance for 
policymakers in emerging markets to leverage digital 
banking for financial inclusion without compromising 
financial stability.
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1.5 Structure of the Paper
The remainder of the paper is organized as 

follows: Section 2 reviews the existing literature 
on banking digital transformation, FinTech, and 
regulatory dynamics. Section 3 outlines the research 
methodology, including data sources and analytical 
techniques. Section 4 presents the empirical findings on 
innovation, risk, and regulation. Section 5 discusses the 
implications of the findings and proposes a dynamic 
regulatory framework. Section 6 concludes the study, 
highlighting limitations and future research directions.

2. Literature Review

2.1 Digital Transformation in Banking: 
Drivers and Benefits

Digital transformation in banking is driven by 
three key factors: technological advancement, changing 
consumer expectations, and competitive pressure 
(Deloitte, 2022). Technological innovations such as AI, 
blockchain, and cloud computing have enabled banks 
to automate processes, personalize services, and reduce 
costs (PwC, 2023). For instance, AI-powered chatbots 
have reduced customer service response times by 65% 
(Accenture, 2024), while cloud computing has lowered 
IT infrastructure costs by 30% for mid-sized banks 
(IBM, 2023).

Changing consumer expectations—particularly 
among millennials and Gen Z—have also pushed banks 
to adopt digital channels. A survey by EY (2023) found 
that 85% of consumers prefer digital banking services 
for routine transactions (e.g., bill payments and fund 
transfers), citing convenience and speed as key factors. 
Competitive pressure from FinTech startups has further 
accelerated digitalization, as traditional banks seek to 
retain customers by offering innovative services such as 
robo-advisory and buy-now-pay-later (BNPL) options 
(Oliver Wyman, 2022).

The benefits of digital transformation are well-
documented in the literature. Operational efficiency 
gains are a primary advantage: banks with fully 
digitalized operations have reported a 25–40% 

reduction in operating costs (BIS, 2022). Digitalization 
also enhances financial inclusion by reaching unbanked 
and underbanked populations—especially in emerging 
markets where physical branches are scarce. For 
example, M-Pesa’s mobile money service has increased 
financial inclusion in Kenya from 26% in 2010 to 
83% in 2023 (World Bank, 2024). Additionally, digital 
banking enables data-driven decision-making, with 
banks using big data analytics to improve credit risk 
assessment and customer segmentation (KPMG, 2023).

2.2 FinTech and Disruptive Business Models
FinTech has emerged as a key disruptor in the 

banking industry, challenging traditional banks’ 
dominance in areas such as payments, lending, and 
wealth management (FSB, 2023). FinTech startups 
leverage technology to offer specialized services 
with lower fees, faster processing times, and greater 
accessibility than traditional banks. For instance, P2P 
lending platforms (e.g., LendingClub and Zopa) use AI 
algorithms to match borrowers and lenders, eliminating 
the need for a bank intermediary and reducing interest 
rates by 2–3 percentage points (OECD, 2022).

Disruptive business models in FinTech can be 
categorized into four types: (1) challenger banks (e.g., 
Revolut and N26), which operate entirely online and 
offer low-cost, feature-rich accounts; (2) payment 
service providers (e.g., PayPal and Stripe), which 
enable seamless cross-border payments; (3) robo-
advisors (e.g., Betterment and Wealthfront), which 
provide automated investment advice at a fraction of 
the cost of human advisors; and (4) DeFi platforms (e.g., 
Aave and Uniswap), which use blockchain technology 
to offer decentralized lending and trading services 
without central authorities (Gomber et al., 2022).

While FinTech has driven innovation, it has also 
created competitive pressures for traditional banks. 
A study by McKinsey (2023) found that traditional 
banks have lost 15–20% of their market share in 
payments and consumer lending to FinTech firms 
over the past five years. To respond, many banks have 
adopted a "collaborate rather than compete" strategy, 
partnering with FinTech startups to integrate innovative 
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technologies into their existing services (BCG, 2024). 
For example, JPMorgan Chase partnered with FinTech 
firm Plaid to enhance its digital onboarding process, 
reducing customer acquisition costs by 22% (JPMorgan 
Chase Annual Report, 2023).

2.3 Risk Management in Digital Banking
Digital transformation has introduced new risks 

to the banking industry, which can be broadly classified 
into four categories: cyber risk, algorithmic risk, third-
party risk, and operational risk (IMF, 2022).

Cyber risk is the most prominent risk, as digital 
banking relies on interconnected systems that are 
vulnerable to hacks, data breaches, and ransomware 
attacks. The number of cyberattacks on banks increased 
by 42% between 2021 and 2023, with an average cost 
of $5.8 million per breach (IBM Cost of a Data Breach 
Report, 2024). Cyberattacks not only result in financial 
losses but also erode customer trust—with 30% of 
customers switching banks after a data breach (Deloitte, 
2023).

Algorithmic risk arises from the use of AI and 
machine learning (ML) algorithms in critical banking 
processes such as credit scoring, fraud detection, and 
investment advice. Biases in training data can lead to 
discriminatory outcomes: for example, a study by the 
Consumer Financial Protection Bureau (CFPB, 2023) 
found that AI-powered credit scoring models were 18% 
more likely to reject loan applications from minority 
groups than traditional models. Additionally, "black 
box" algorithms—where the decision-making process 
is opaque—make it difficult for banks to explain 
outcomes to regulators and customers (European 
Banking Authority [EBA], 2022).

Third-party risk stems from banks’ reliance on 
external vendors (e.g., FinTech firms, cloud service 
providers, and data analytics companies) for digital 
services. A survey by PwC (2023) found that 70% of 
banks outsource at least one critical digital function, 
but only 40% have robust third-party risk management 
frameworks. This exposes banks to risks such as vendor 
failures, data leaks, and compliance violations (FSB, 
2023).

Operational risk includes disruptions to digital 
services due to technical glitches, system outages, or 
human error. For example, in 2023, a software update 
failure at a major US bank caused a 12-hour outage of 
its mobile banking app, affecting 2 million customers 
and resulting in $10 million in lost revenue (FDIC, 
2024).

Traditional risk management frameworks—
designed for physical banking operations—are 
insufficient to address these digital risks. Many banks 
still use siloed risk management systems that do not 
integrate cyber risk, algorithmic risk, and third-party 
risk into a unified framework (KPMG, 2022). To 
address this gap, scholars have proposed a "digital risk 
governance" model that combines technical controls 
(e.g., encryption, AI-driven fraud detection) with 
organizational processes (e.g., cross-functional risk 
teams, regular third-party audits) (Zhang et al., 2023).

2.4 Regulatory Dynamics in Digital Banking
Regulators play a critical role in shaping the 

digital banking landscape, as their policies influence the 
pace of innovation and the level of risk in the system. 
The primary regulatory objectives for digital banking 
are: (1) maintaining financial stability, (2) protecting 
consumers, (3) ensuring fair competition, and (4) 
preventing financial crimes (e.g., money laundering 
and terrorist financing) (BIS, 2023).

However, there is significant variation in 
regulatory approaches across jurisdictions. For 
example, the European Union (EU) has adopted a 
proactive, principles-based approach with the Second 
Payment Services Directive (PSD2) and the Markets in 
Financial Instruments Directive II (MiFID II), which 
promote open banking and ensure a level playing field 
between traditional banks and FinTech firms (EBA, 
2023). In contrast, the United States uses a fragmented, 
rules-based approach, with multiple regulators (e.g., 
FDIC, OCC, and CFPB) overseeing different aspects of 
digital banking—leading to regulatory uncertainty for 
FinTech firms (Federal Reserve, 2022).

Emerging markets face unique regulatory 
challenges. Many countries in Asia, Africa, and Latin 
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America have limited regulatory capacity to oversee 
digital banking, leading to either over-regulation (which 
stifles innovation) or under-regulation (which increases 
risk) (UNCTAD, 2023). For example, Nigeria’s central 
bank imposed a ban on cryptocurrency transactions 
in 2021 due to concerns about money laundering, but 
reversed the ban in 2023 after recognizing the potential 
of blockchain technology (Central Bank of Nigeria, 
2023).

A key issue in digital banking regulation is 
"regulatory lag"—the delay between the emergence 
of new technologies and the implementation of rules 
to govern them (IMF, 2023). This lag is particularly 
pronounced for innovations like DeFi and CBDCs, 
which operate  outs ide  t radi t ional  regulatory 
frameworks. DeFi platforms, for instance, use smart 
contracts to enable peer-to-peer transactions without 
central intermediaries, making it difficult for regulators 
to monitor financial flows or enforce consumer 
protection laws (FSB, 2024).

To address regulatory lag, many jurisdictions 
have introduced "regulatory sandboxes"—controlled 
environments where FinTech firms can test innovative 
products and services with real customers under 
regulatory supervision (World Bank, 2022). As of 2024, 
over 70 countries have launched regulatory sandboxes, 
with studies showing that sandbox participants are 30% 
more likely to launch successful products than non-
participants (BIS, 2023). However, sandboxes also have 
limitations, such as small sample sizes and potential 
"regulatory arbitrage" (where firms choose jurisdictions 
with lenient sandbox rules) (OECD, 2023).

2.5 Synthesis of Literature
The literature review reveals three key insights: 

(1) digital transformation offers significant benefits 
to banks (efficiency, inclusion) but is accompanied 
by new risks (cyber, algorithmic); (2) FinTech 
disrupts traditional banking models but also creates 
collaboration opportunities; and (3) regulatory 
frameworks are evolving but suffer from lag and 
fragmentation. However, existing studies lack a holistic 
analysis of how innovation, risk, and regulation 

interact in the digital banking ecosystem—especially 
in emerging markets. This study addresses this gap 
by using a mixed-methods approach to examine these 
interdependencies across diverse geographical contexts.

3. Methodology

3.1 Research Design
This study uses a sequential mixed-methods 

design, combining quantitative analysis (Phase 1) and 
qualitative interviews (Phase 2) (Creswell & Plano 
Clark, 2018). The quantitative phase assesses the 
impact of digital transformation on banking innovation 
and risk, while the qualitative phase explores the 
perspectives of industry executives and regulators 
on regulatory dynamics. This design allows for 
triangulation—where findings from one phase are 
validated and expanded by findings from the other 
phase—enhancing the credibility of the results.

3.2 Data Sources

3.2.1 Quantitative Data

We collected secondary data from 120 leading 
banks across 30 countries (15 developed economies and 
15 emerging markets) for the period 2021–2024. The 
sample was selected using stratified random sampling, 
with strata based on bank size (large, medium, small) 
and geographical region (North America, Europe, Asia, 
Africa, Latin America). The data sources include:

•Bank financial reports:  Annual reports, 
quarterly earnings releases, and sustainability reports (to 
measure operational efficiency metrics such as cost-to-
income ratio and return on assets).

•Industry databases: McKinsey Global Banking 
Survey (2022–2024), BIS Digital Banking Statistics 
(2023), and World Bank Global Financial Inclusion 
Database (2024) (to measure digital adoption rates, 
financial inclusion metrics, and cyber risk incidents).

•Regulatory filings: Reports from regulators 
such as the EBA, FDIC, and Monetary Authority of 
Singapore (MAS) (to measure compliance costs and 
regulatory actions).
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3.2.2 Qualitative Data

We conducted semi-structured interviews with 45 
participants, including:

20 senior executives from traditional banks (e.g., 
Chief Digital Officers, Chief Risk Officers)

15 executives from FinTech firms (e.g., CEOs, 
Chief Technology Officers)

5 regulators from global bodies (e.g., BIS, IMF) 
and national authorities (e.g., UK FCA, Singapore 
MAS)

5 academics specializing in digital finance and 
banking regulation

Interviews were conducted between January and 
March 2024, either in-person (for participants in major 
financial hubs like London and Singapore) or via video 
conferencing (for remote participants). Each interview 
lasted 60–90 minutes and was audio-recorded with 
participants’ consent. The interview guide included 
open-ended questions focused on three themes: (1) 
challenges and opportunities of digital transformation, 
(2) risk management practices for digital banking, 
and (3) perceptions of regulatory effectiveness and 
needs. For example, participants were asked: “What 
are the biggest barriers to implementing effective cyber 
risk management in your organization?” and “How 
can regulators balance innovation and stability in the 
context of DeFi?”

3.3 Data Analysis Techniques

3.3.1 Quantitative Analysis

We used two main statistical techniques to 
analyze the quantitative data: descriptive statistics and 
regression analysis.

First, descriptive statistics (e.g., mean, median, 
standard deviation) were used to summarize key 
metrics such as digital adoption rates, cost-to-income 
ratios, and cyber breach frequencies across different 
bank sizes and regions. This allowed us to identify 
trends (e.g., higher digital adoption in developed vs. 
emerging markets) and baseline differences between 
groups.

Second, we conducted multiple linear regression 
to assess the relationship between digital transformation 

and operational efficiency. The regression model was 
specified as follows:

Efficiency_i,t = β₀ + β₁Digitalization_i,t + 
β₂Size_i,t + β₃Region_i,t + β₄Year_i + ε_i,t

Where:
Efficiency_i,t: Operational efficiency of bank i 

in year t, measured by the cost-to-income ratio (lower 
values indicate higher efficiency).

Digitalization_i,t:  Digital transformation 
intensity of bank i in year t, measured by a composite 
index (ranging from 0 to 100) that combines metrics 
such as mobile banking adoption rate, percentage of 
transactions conducted digitally, and investment in AI/
blockchain technologies (developed using principal 
component analysis [PCA] to aggregate multiple 
indicators).

Size_i,t: Size of bank i in year t, measured by 
total assets (log-transformed to address skewness).

Region_i,t: Dummy variable for the region of 
bank i (1 = developed economy, 0 = emerging market).

Year_i: Year fixed effects to control for time-
specific factors (e.g., post-pandemic recovery).

ε_i,t: Error term.
We also conducted a logistic regression to 

examine the factors associated with cyber breach 
incidents. The dependent variable was a binary 
indicator (1 = bank i experienced a cyber breach in 
year t, 0 = no breach), and the independent variables 
included the digitalization index, size, region, and 
investment in cybersecurity (measured by cybersecurity 
spending as a percentage of IT budget).

All quantitative analyses were performed using 
Stata 17.0, with robust standard errors clustered at the 
bank level to address heteroscedasticity.

3.3.2 Qualitative Analysis

The qualitative interview data were analyzed 
using thematic analysis (Braun & Clarke, 2006), 
a flexible method for identifying, analyzing, and 
reporting patterns (themes) within data. The analysis 
followed a six-step process:

Familiarization: The research team transcribed 
all interviews verbatim and read through the transcripts 



Banking and Digital Finance  | Volume 01 | Issue 01 | December 2025

7

multiple times to gain a deep understanding of the data.
Coding :  In i t ia l  codes  (e .g . ,  “ regula tory 

uncertainty,” “cyber risk resource gaps”) were assigned 
to segments of text that addressed the research 
questions. Coding was done using NVivo 12 software 
to ensure consistency.

Generating themes: Codes were grouped into 
broader themes based on their conceptual similarities. 
For example, codes related to “slow regulatory updates” 
and “inconsistent rules across countries” were grouped 
into the theme “regulatory lag and fragmentation.”

Reviewing themes: The team reviewed the initial 
themes to ensure they were coherent, distinct, and 
supported by the data. For instance, we checked if each 
theme had multiple quotes from different participant 
groups (e.g., bank executives vs. regulators) to confirm 
its validity.

Defining themes: Each theme was clearly defined 
with a description of its core meaning and how it 
related to the research questions. For example, the 
theme “collaborative risk management” was defined as 
“the use of partnerships between banks, FinTech firms, 
and regulators to address digital risks.”

Writing up: Key quotes from participants were 
selected to illustrate each theme, ensuring that the 
qualitative findings were grounded in the data.

To enhance the trustworthiness of the qualitative 
analysis, we used three strategies: 

(1) triangulation (comparing qualitative findings 
with quantitative results to confirm consistency); (2) 
peer debriefing (having an independent researcher 
review the coding and themes); and (3) member 
checking (sharing preliminary findings with a subset of 
participants to verify accuracy).

3.4 Validity and Reliability

3.4.1 Validity

Construct validity: The digitalization index was 
validated by consulting industry experts (e.g., senior 
digital banking executives) to ensure it captured the 
key dimensions of digital transformation. Additionally, 
we conducted a pilot test of the index with 10 banks to 
refine the metrics.

Content validity: The interview guide was 
reviewed by three academics in digital finance to 
ensure it covered all relevant topics and included clear, 
unbiased questions.

External validity: By including banks from 30 
countries (both developed and emerging markets) and 
multiple participant groups, we aimed to enhance the 
generalizability of the findings.

3.4.2 Reliability

Inter-coder reliabil ity :  Two researchers 
independently coded 20% of the interview transcripts. 
The inter-coder reliability score (Cohen’s kappa) was 
0.82, which is considered “almost perfect” agreement 
(Landis & Koch, 1977). Discrepancies were resolved 
through discussion.

Test-retest reliability: For the digitalization 
index, we re-calculated the scores for 15% of the 
sample six months later. The correlation coefficient 
between the two sets of scores was 0.91, indicating 
high stability over time.

4. Empirical Findings

4 . 1  Q u a n t i t a t i v e  F i n d i n g s :  D i g i t a l 
Transformation and Operational Efficiency

4.1.1 Descriptive Statistics

Table 1 presents the descriptive statistics for the 
key quantitative variables. The average cost-to-income 
ratio across all banks and years was 58.2%, with a 
standard deviation of 12.3%—indicating significant 
variation in operational efficiency. The digitalization 
index had an average value of 62.4 (out of 100), with 
banks in developed economies (mean = 75.1) scoring 
significantly higher than those in emerging markets 
(mean = 49.7) (t = 11.23, p < 0.001). Cyber breaches 
were reported by 28.3% of banks in the sample, with a 
higher frequency in emerging markets (35.6%) than in 
developed economies (21.1%) (χ² = 8.76, p = 0.003).

4.1.2 Regression Results: Digitalization and 
Efficiency

Table 2 presents the results of the multiple 
linear regression analyzing the relationship between 
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digital transformation and operational efficiency. The 
coefficient for the digitalization index is negative and 
statistically significant (β = -0.32, p < 0.001), indicating 
that a one-unit increase in the digitalization index is 
associated with a 0.32 percentage point decrease in 
the cost-to-income ratio—controlling for bank size, 
region, and year fixed effects. This finding supports 
the hypothesis that digital transformation enhances 
operational efficiency.

Bank size also has a significant effect: larger banks 
(measured by total assets) have lower cost-to-income 
ratios (β = -1.56, p < 0.01), likely due to economies of 
scale in digital infrastructure. Additionally, banks in 

developed economies are more efficient than those in 
emerging markets (β = -6.23, p < 0.001), which may 
reflect differences in digital infrastructure quality and 
financial literacy.

4.1.3 Regression Results: Cyber Breaches

Table 3 presents the logistic regression results 
for factors associated with cyber breaches. The 
digitalization index has a positive and significant 
coefficient (β = 0.03, p < 0.01), meaning that a one-
unit increase in digitalization is associated with a 3% 
higher odds of experiencing a cyber breach—holding 
other variables constant. This suggests that while 

Table 1: Descriptive Statistics (N = 480 bank-year observations)

Variable Mean Std. Dev. Min Max

Cost-to-income ratio (%) 58.2 12.3 32.1 89.7

Digitalization index (0–100) 62.4 18.5 15.3 94.8

Total assets (log $M) 23.5 1.8 20.1 28.3

Cybersecurity spending (% of IT budget) 18.7 5.2 8.3 32.1

Cyber breach (1 = yes, 0 = no) 0.28 0.45 0 1

Table 2: Multiple Linear Regression: Digitalization and Cost-to-Income Ratio
Variable Coefficient Std. Error t-statistic p-value

Digitalization index -0.32 0.08 -4.00 <0.001

Total assets (log $M) -1.56 0.59 -2.64 0.009

Region (1 = developed) -6.23 1.45 -4.29 <0.001

Year 2022 -2.15 0.98 -2.19 0.029

Year 2023 -3.87 1.02 -3.80 <0.001

Year 2024 -5.01 1.13 -4.43 <0.001

Constant 105.42 8.76 12.03 <0.001

R-squared 0.38

N 480

Note: Robust standard errors clustered at the bank level. Year 2021 is the reference category for year fixed effects.
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digitalization improves efficiency, it also increases 
exposure to cyber risk.

However, investment in cybersecurity mitigates 
this risk: the coefficient for cybersecurity spending 

is negative and significant (β = -0.08, p < 0.001), 
indicating that a 1 percentage point increase in 
cybersecurity spending as a share of IT budget reduces 
the odds of a breach by 8%. Bank size is also positively 
associated with breaches (β = 0.25, p < 0.05), likely 

Table 3: Logistic Regression: Factors Associated with Cyber Breaches

Variable Coefficient Std. Error z-statistic p-value Odds Ratio

Digitalization 
index

0.03 0.01 2.75 0.006 1.03

Cybersecurity 
spending

-0.08 0.02 -4.10 <0.001 0.92

Total assets (log 
$M)

0.25 0.12 2.08 0.038 1.28

Region (1 = 
developed)

-0.57 0.26 -2.19 0.029 0.56

Year 2022 0.42 0.18 2.33 0.020 1.52

Year 2023 0.78 0.21 3.71 <0.001 2.18

Year 2024 0.95 0.24 3.96 <0.001 2.59

Constant -5.23 1.67 -3.13 0.002 0.006

Pseudo 
R-squared

0.27

N 480

Note: Robust standard errors clustered at the bank level. Year 2021 is the reference category. Odds ratio > 1 indicates 
higher odds of a breach; < 1 indicates lower odds.

years ago.” Similarly, a FinTech CEO highlighted 
the role of collaboration: “Partnering with traditional 
banks allows us to scale our AI-driven credit scoring 
technology, which has helped banks approve small 
business loans 50% faster.”

However, participants identified three main 
implementation barriers:

Legacy systems: Many traditional banks struggle 
to integrate new digital technologies with outdated core 
banking systems. A Chief Technology Officer at a US 
bank explained: “Our core system is 20 years old—
every time we try to launch a new digital feature, we 
face compatibility issues that delay deployment by 6–12 
months.”

Skill gaps: There is a shortage of talent with 
expertise in AI, blockchain, and cybersecurity. A HR 
director at a Singaporean bank stated: “We spend 

because larger banks are more attractive targets for 
cybercriminals.

4.2 Qualitative Findings: Themes from 
Interviews

The thematic analysis of the 45 interviews 
revealed four overarching themes, which align with the 
study’s research questions.

4.2.1 Theme 1: Digital Transformation Drives 
Innovation but Faces Implementation Barriers

Participants universally acknowledged that digital 
transformation is a key driver of innovation in banking, 
particularly in service delivery. For example, a Chief 
Digital Officer at a large European bank noted: “Mobile 
banking apps and AI chatbots have transformed how 
we interact with customers—we now resolve 70% of 
customer queries in real time, compared to 30% five 
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30% of our training budget on upskilling employees 
in digital technologies, but we still struggle to retain 
top talent who are lured by higher salaries at FinTech 
firms.”

Cultural  resistance :  Some employees—
especially those in traditional roles (e.g., branch 
managers)—resist digital changes. A senior executive 
at a Brazilian bank noted: “Many branch staff see 
digitalization as a threat to their jobs, so they are 
reluctant to promote mobile banking to customers.”

4.2.2 Theme 2: Emerging Risks Require New Risk 
Management Approaches

Participants emphasized that digital banking 
introduces risks that are distinct from traditional 
banking risks—particularly cyber risk and algorithmic 
risk. A Chief Risk Officer at a UK bank described the 
severity of cyber threats: “We face 500+ cyberattacks 
per day, up from 100 per day in 2021. Ransomware 
attacks are the biggest concern—last year, a competitor 
paid $15 million to recover their data.”

Algorithmic bias was another key concern, 
especially among regulators. A representative from the 
EU’s EBA stated: “We’ve seen cases where AI credit 
models penalize customers who live in low-income 
neighborhoods, even if they have good credit histories. 
This violates anti-discrimination laws, but banks often 
can’t explain how the algorithms make decisions.”

To address these risks, participants highlighted 
the need for integrated risk management frameworks. 
A risk consultant at a global firm explained: “Banks 
can’t manage cyber risk in a silo—they need to link 
it to third-party risk (e.g., vendor data breaches) and 
operational risk (e.g., system outages). We’re seeing 
more banks create cross-functional risk teams that 
include IT, legal, and compliance staff.”

4.2.3 Theme 3: Regulatory Lag and Fragmentation 
Hinder Innovation

Regulatory lag was a recurring complaint among 
both bank and FinTech executives. A CEO of a US-
based DeFi startup stated: “Our platform uses smart 
contracts to enable peer-to-peer lending, but there’s no 
clear regulatory framework for DeFi in the US. We’ve 

spent $2 million on legal fees just to understand our 
compliance obligations.”

Participants also criticized the fragmentation of 
regulatory approaches across jurisdictions. A senior 
executive at a global bank noted: “We operate in 25 
countries, and each country has different rules for 
digital banking. For example, our mobile payment app 
requires 10 different compliance checks across Europe, 
which increases our operational costs by 20%.”

Regulators acknowledged these challenges 
but emphasized the need to balance innovation 
with stability. A representative from the BIS stated: 
“Regulators can’t rush to create rules for technologies 
we don’t fully understand—DeFi, for example, has 
unique risks like smart contract failures that could 
destabilize the financial system. We need to take a 
‘wait-and-learn’ approach, but we also recognize that 
uncertainty slows innovation.”

To address regulatory fragmentation, some 
par t i c ipan t s  sugges ted  g rea te r  c ross -border 
collaboration. A regulator from the Singapore MAS 
noted: “We’ve started working with the UK FCA 
and Australia’s APRA to align our digital banking 
rules—for example, mutual recognition of regulatory 
sandboxes. This allows FinTech firms to test products 
in multiple markets without repeating compliance 
processes.”

4.2.4 Theme 4: Financial Inclusion Benefits Are 
Uneven Across Markets

Participants highlighted that digital transformation 
has expanded financial inclusion, but the benefits are 
more pronounced in emerging markets. A World Bank 
representative explained: “In Kenya, mobile money 
services like M-Pesa have brought 45 million unbanked 
adults into the financial system—something traditional 
branches could never achieve due to rural infrastructure 
gaps.”

However, in developed economies, the focus has 
shifted to “deepening” inclusion rather than expanding 
it. A senior executive at a Canadian bank stated: 
“Nearly 90% of adults in Canada have bank accounts, 
but 15% are ‘underbanked’—they rely on high-cost 
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payday loans because they don’t qualify for traditional 
credit. Our AI-driven microloan products are helping to 
address this gap.”

Despite these gains, participants identified barriers 
to inclusive digital banking:

Digital literacy: In low-income countries, many 
adults lack the skills to use digital banking services. 
A FinTech executive in India noted: “We’ve launched 
mobile banking apps in 12 local languages, but 30% of 
users still struggle to complete basic transactions like 
fund transfers.”

Infrastructure gaps: Poor internet connectivity 
in rural areas limits access to digital services. A bank 
executive in Nigeria explained: “Our mobile app works 
well in cities, but in rural areas with no 4G, users can’t 
access real-time account information—this undermines 
trust in digital banking.”

Regulatory barriers: In some countries, strict 
KYC (Know Your Customer) requirements prevent 
low-income individuals from opening digital accounts. 
A regulator in Indonesia stated: “We’ve relaxed KYC 
rules for small-value accounts (up to $1,000), but 
there’s still a balance between financial inclusion and 
anti-money laundering efforts.”

5. Discussion

5.1 Interpretation of Key Findings
The study’s mixed-methods results provide a 

holistic understanding of digital transformation’s 
impacts on the banking industry, addressing the four 
research questions outlined in Section 1.3.

5.1.1 Digital Transformation Enhances Innovation 
and Efficiency (RQ1)

The quantitative analysis confirms that digital 
transformation is strongly associated with improved 
operational efficiency: a one-unit increase in the 
digitalization index reduces the cost-to-income ratio by 
0.32 percentage points (Table 2). This aligns with prior 
research (BIS, 2022; McKinsey, 2024) and is supported 
by qualitative findings, where executives highlighted 
how AI chatbots and mobile apps have streamlined 

customer service and reduced transaction costs.
Notably, the efficiency gains are more pronounced 

for larger banks and those in developed economies. 
This can be attributed to economies of scale—larger 
banks can spread the cost of digital infrastructure 
(e.g., AI algorithms, cloud computing) across a larger 
customer base—and better digital infrastructure in 
developed markets (e.g., high-speed internet, advanced 
payment systems). For smaller banks and those in 
emerging markets, the qualitative findings reveal that 
legacy systems and skill gaps hinder efficiency gains, 
suggesting that digital transformation is not a “one-
size-fits-all” solution.

5.1.2 Emerging Risks Are Distinct and Require 
Integrated Management (RQ2)

The logistic regression results  show that 
digitalization increases cyber risk exposure: a one-
unit rise in the digitalization index increases the odds 
of a cyber breach by 3% (Table 3). However, this risk 
is mitigated by cybersecurity investment—each 1% 
increase in cybersecurity spending reduces breach odds 
by 8%. This finding underscores the importance of 
proactive risk management, as digital transformation 
without adequate safeguards amplifies vulnerability.

Qualitative findings further elaborate on emerging 
risks, highlighting algorithmic bias and third-party risk 
as critical challenges. Algorithmic bias, in particular, 
raises ethical and regulatory concerns: as AI becomes 
more prevalent in credit scoring and customer 
segmentation, regulators must ensure that digital 
banking does not exacerbate financial exclusion (EBA, 
2022). The qualitative data also reveal that traditional 
siloed risk management frameworks are insufficient—
banks need cross-functional teams to integrate cyber 
risk, algorithmic risk, and third-party risk into a unified 
strategy.

5.1.3 Regulatory Lag and Fragmentation Are Major 
Barriers (RQ3)

Both quantitative and qualitative results confirm 
the existence of “regulatory lag” and cross-border 
fragmentation. The quantitative analysis shows that 
banks in countries with inconsistent digital banking 
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rules (e.g., the US) have higher compliance costs 
(reflected in higher cost-to-income ratios), while 
the qualitative findings highlight how regulatory 
uncertainty delays FinTech innovation (e.g., DeFi 
startups spending $2 million on legal fees).

Regulators’ “wait-and-learn” approach, while 
intended to avoid over-regulation, creates unintended 
consequences: it discourages investment in new 
technologies and encourages regulatory arbitrage (firms 
relocating to jurisdictions with lenient rules). However, 
the qualitative data also show promising solutions, such 
as cross-border sandbox collaboration (e.g., Singapore 
MAS and UK FCA), which balances innovation and 
stability by allowing regulators to learn from real-world 
testing.

5.1.4 Financial Inclusion Benefits Are Uneven but 
Addressable (RQ4 Implications)

While digital transformation has expanded 
financial inclusion—especially in emerging markets—
the qualitative findings reveal significant barriers: 
digital literacy gaps, poor infrastructure, and strict 
KYC rules. This aligns with UNCTAD (2023) 
research, which notes that financial inclusion via 
digital banking requires not just technology, but also 
supportive policies (e.g., digital literacy programs) and 
infrastructure (e.g., rural internet connectivity).

For developed economies, the findings highlight 
the need to focus on “deepening” inclusion—addressing 
the underbanked population through microloans and 
simplified digital products. For emerging markets, the 
priority is to expand access by addressing infrastructure 
and literacy gaps, as well as relaxing KYC rules for 
low-value accounts.

5.2 Theoretical Contributions
This  s tudy  makes  th ree  key  theore t i ca l 

contributions to the literature on banking digital 
transformation:

Integrated  Conceptua l  Mode l :  Un l ike 
prior studies that focus on either benefits or risks 
of digitalization, this study develops a model that 
links digital transformation, innovation, risk, and 
regulation. The model emphasizes that these factors 

are interdependent—for example, innovation (e.g., 
DeFi) creates new risks (e.g., smart contract failures), 
which in turn drive regulatory responses (e.g., sandbox 
programs). This holistic approach fills a gap in the 
literature and provides a framework for future research.

Contextualization Across Markets: Most 
prior research focuses on developed economies, but 
this study includes data from 15 emerging markets, 
highlighting how digital transformation’s impacts 
vary by context. For example, in emerging markets, 
digitalization’s primary benefit is financial inclusion, 
while in developed markets, it is efficiency and service 
personalization. This contextualization enhances the 
generalizability of digital banking research.

Mixed-Methods Validation: By combining 
quantitative (regression analysis) and qualitative 
(thematic analysis) methods, the study validates 
findings across data types. For example, the quantitative 
finding that cybersecurity investment reduces breach 
risk is supported by qualitative interviews where 
executives emphasized the role of cross-functional risk 
teams. This triangulation strengthens the credibility of 
the results and addresses limitations of single-method 
studies.

5.3 Practical Implications
The findings offer actionable insights for three 

key stakeholders: banks, regulators, and policymakers.

5.3.1 Implications for Banks

Prioritize integrated risk management: Banks 
should move beyond siloed risk systems and create 
cross-functional teams that include IT, legal, and 
compliance staff to address cyber risk, algorithmic 
risk, and third-party risk. For example,  (regular) audits 
of AI algorithms can identify and mitigate biases, 
while vendor risk assessments can reduce third-party 
vulnerabilities.

Invest in digital infrastructure and talent: 
For smaller banks and those in emerging markets, 
upgrading legacy systems and upskilling employees are 
critical to unlocking efficiency gains. Partnerships with 
FinTech firms can help reduce costs—for example, a 
small bank in Brazil could partner with a FinTech to 
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access AI credit scoring technology without building it 
in-house.

Address financial inclusion barriers: Banks 
should design digital products for underserved 
populations—e.g., mobile apps in local languages, 
low-cost microloans, and simplified KYC processes. 
In rural areas, partnerships with local retailers (e.g., 
convenience stores) can provide physical touchpoints 
for digital banking (e.g., cash deposits/withdrawals), 
addressing infrastructure gaps.

5.3.2 Implications for Regulators

Adopt dynamic regulatory frameworks: 
Regulators should move beyond static rules and 
embrace “adaptive regulation” that evolves with 
technology. Regulatory sandboxes are a key tool—
by allowing firms to test innovations in controlled 
environments, regulators can learn from real-world 
data and update rules accordingly. For example, the 
UK FCA’s sandbox has helped shape rules for robo-
advisors and BNPL services.

Strengthen cross-border collaboration: To 
address fragmentation, regulators should align rules 
across jurisdictions—e.g., mutual recognition of 
sandboxes, standardized KYC requirements, and shared 
cyber threat intelligence. The BIS’s cross-border cyber 
risk forum (established in 2023) is a model for this 
collaboration.

Balance innovation and consumer protection: 
Regulators should ensure that digital banking does 
not compromise consumer rights—e.g., by requiring 
transparency in AI algorithms (explainable AI) and 
setting minimum cybersecurity standards. For example, 
the EU’s AI Act (2024) classifies AI credit scoring as 
a “high-risk” application, requiring banks to document 
how algorithms make decisions.

5.3.3 Implications for Policymakers

Invest in digital infrastructure and literacy: 
In emerging markets, policymakers should fund rural 
internet connectivity and digital literacy programs—
e.g., India’s Digital India initiative, which has provided 
broadband access to 600,000 villages and trained 50 
million adults in digital skills.

Relax KYC rules for low-value accounts: To 
expand financial inclusion, policymakers should allow 
“simplified KYC” for small-value digital accounts (e.g., 
up to $1,000), as Indonesia and Kenya have done. This 
balances anti-money laundering efforts with inclusion 
goals.

Support small banks and FinTech startups: 
Policymakers can provide grants or tax incentives for 
small banks to upgrade legacy systems and for FinTech 
firms to develop inclusive products. For example, 
Canada’s FinTech Fund (2023) provides $50 million 
in grants to firms developing digital solutions for the 
underbanked.

5 . 4  P r o p o s e d  D y n a m i c  R e g u l a t o r y 
Framework

Based on the findings, we propose a three-tier 
dynamic regulatory framework for digital banking, 
designed to balance innovation, risk management, and 
financial inclusion (Figure 1).

Tier 1: Proactive Supervision
Regulatory sandboxes: Firms testing new 

technologies (e.g., DeFi, CBDCs) are admitted to 
sandboxes for 6–12 months, with regulators monitoring 
risks in real time. Sandboxes include clear exit 
criteria—e.g., if a product is deemed low-risk, it can 
launch without additional rules; if high-risk, regulators 
develop targeted safeguards.

Regulatory technology (RegTech) integration: 
Regulators use AI and big data to monitor digital 
banking activities—e.g., real-time tracking of cyber 
threats, algorithmic bias detection, and anti-money 
laundering (AML) compliance. For example, the 
Monetary Authority of Singapore (MAS) uses RegTech 
tools to analyze 10 million transactions daily for AML 
red flags.

Global regulatory standards: International 
bodies (e.g., BIS, IMF) develop minimum standards 
for digital banking—e.g., cybersecurity protocols, 
algorithmic transparency requirements, and KYC 
harmonization. These standards are adopted by national 
regulators, reducing fragmentation.

Mutual recognition agreements: Regulators in 
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different jurisdictions recognize each other’s sandbox 
outcomes and compliance checks. For example, a 
FinTech firm that completes the UK FCA’s sandbox can 
launch in Singapore without repeating testing, reducing 
time-to-market by 50%.

Tier 3: Industry Self-Governance
Industry codes of conduct: Banks and FinTech 

firms develop voluntary standards for ethical digital 
banking—e.g., fair use of AI, customer data protection, 
and inclusive product design. These codes are enforced 
by industry bodies (e.g., the Global Digital Banking 
Association) with regular audits.

Collaborative risk pools: Banks and FinTech 
firms share cyber risk data and resources—e.g., a 
global cyber threat intelligence platform where firms 
report breaches and share best practices. This reduces 
duplication of effort and improves collective risk 
management.

Figure 1: Three-Tier Dynamic Regulatory 
Framework for Digital Banking

[Tier 1: Proactive Supervision]

- Regulatory Sandboxes

- RegTech Integration

        ↓

[Tier 2: Cross-Border Collaboration]

- Global Regulatory Standards

- Mutual Recognition Agreements

        ↓

[Tier 3: Industry Self-Governance]

- Industry Codes of Conduct

- Collaborative Risk Pools

This framework addresses regulatory lag 
by using sandboxes and RegTech to adapt to new 
technologies, reduces fragmentation through cross-

border collaboration, and leverages industry expertise 
to complement regulatory oversight. It also supports 
financial inclusion by requiring firms in sandboxes 
to demonstrate how their products will benefit 
underserved populations.

5.5 Limitations and Future Research
Like all studies, this research has limitations that 

should be addressed in future work.

5.5.1 Limitations

Sample bias: The quantitative sample includes 
120 leading banks, which may not represent smaller 
banks or those in low-income countries. While the 
qualitative data includes participants from emerging 
markets, the findings may be more generalizable to 
large, global banks.

Causal inference: The regression analysis 
identifies associations between digitalization and 
efficiency/risk, but not strict causality. For example, 
more efficient banks may invest more in digitalization 
(reverse causality), though we controlled for year fixed 
effects and bank size to mitigate this.

Technology specificity: The study focuses on 
digital transformation broadly but does not analyze the 
impacts of specific technologies (e.g., blockchain vs. 
AI) in detail. Different technologies may have unique 
risks and benefits that require targeted analysis.

5.5.2 Future Research Directions

Technology-specific analysis: Future studies 
could compare the impacts of AI, blockchain, and cloud 
computing on banking efficiency and risk. For example, 
does blockchain reduce transaction costs more than AI? 
Does AI pose greater algorithmic bias risks than other 
technologies?

Long-term impacts: This study uses data from 
2021–2024; future research could examine the long-
term effects of digital transformation—e.g., will 
efficiency gains persist as technologies mature? Will 
cyber risk decrease as banks adopt better safeguards?

Inclusive digital banking: More research 
is needed on how to address digital literacy and 
infrastructure gaps in emerging markets.  For 
example, do public-private partnerships (e.g., banks 
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+ governments) improve digital literacy more than 
private-sector efforts alone?

CBDCs and DeFi :  The study touches on 
CBDCs and DeFi, but future work could explore their 
regulatory implications in depth—e.g., how to regulate 
DeFi without stifling innovation, or how CBDCs will 
impact traditional banks’ business models.

6. Conclusion
The banking industry’s digital transformation is 

a double-edged sword: it enhances efficiency, drives 
innovation, and expands financial inclusion, but also 
introduces new risks and regulatory challenges. This 
study’s mixed-methods analysis—combining data 
from 120 banks across 30 countries and 45 interviews 
with industry stakeholders—provides a nuanced 
understanding of these dynamics.

Key takeaways include: (1) digital transformation 
improves efficiency, but gains are uneven across bank 
sizes and regions; (2) cyber risk and algorithmic bias 
are critical emerging risks that require integrated 
management; (3) regulatory lag and fragmentation 
hinder innovation, but sandboxes and cross-border 
collaboration offer solutions; and (4) financial inclusion 
benefits are significant but limited by digital literacy 
and infrastructure gaps.

The proposed three-tier dynamic regulatory 
framework—combining proactive supervision, cross-
border collaboration, and industry self-governance—
provides a roadmap for regulators to balance innovation 
and stability. For banks, the findings emphasize the 
need to invest in digital infrastructure, integrate 
risk management, and design inclusive products. 
For policymakers, the priority is to address digital 
literacy and infrastructure gaps to ensure that digital 
transformation benefits all segments of society.

As digital technologies continue to evolve—with 
innovations like CBDCs, AI-driven robo-advisors, and 
decentralized finance on the horizon—the banking 
industry must adapt. By leveraging the insights 
from this study, stakeholders can ensure that digital 
transformation drives a more efficient, inclusive, and 

resilient banking system.
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