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ABSTRACT
Cloud-edge convergence, integrating cloud scalability and edge real-time processing, has become the foundational archi-
tecture for latency-sensitive applications like autonomous driving and smart healthcare, while optimizing performance 
and cutting bandwidth costs. However, its distributed and heterogeneous nature brings unprecedented cybersecurity 
challenges beyond traditional centralized defense mechanisms. This study systematically analyzes cloud-edge vulnera-
bilities across four layers: edge nodes, communication, cloud-edge orchestration, and data lifecycle. By evaluating 135 
2023–2025 peer-reviewed studies and real-world incident data, it assesses existing mitigation measures such as edge-nati-
ve intrusion detection and secure orchestration protocols. An adaptive defense framework with dynamic risk assessment, 
multi-layered access control and collaborative threat intelligence sharing is proposed to meet cloud-edge constraints. The 
findings underscore the urgency of context-aware and cross-layer defense solutions, providing actionable insights for 
stakeholders and advancing cloud-edge security resilience.
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1. Introduction
The convergence of cloud computing and 

edge computing has revolutionized the delivery 
of distributed computing services, enabling a new 
generation of applications that demand both high 
scalability and low latency. Cloud-edge architectures 
offload computationally intensive tasks to centralized 
cloud platforms while processing time-sensitive data 
at edge nodes located close to end-users and IoT 
devices. Projections indicate that by 2026, over 75% 
of enterprise data will be processed at the edge or in 
hybrid cloud-edge environments, up from 50% in 
2024 (Gartner, 2024). This architectural shift has been 
accelerated by the proliferation of edge-enabled devices 
and applications across critical sectors, including smart 
transportation, remote healthcare monitoring, and 
industrial IoT (IIoT) control systems.

Despite these benefits, the distributed and 
heterogeneous nature of cloud-edge convergence 
introduces significant cybersecurity risks that transcend 
the limitations of traditional security approaches. Unlike 
centralized cloud environments, cloud-edge ecosystems 
consist of diverse edge nodes (e.g., gateways, edge 
servers, IoT devices) with varying computational 
resources, operating systems, and connectivity 
protocols, creating a fragmented attack surface. 
Additionally, the real-time data transmission between 
edge nodes and the cloud increases the exposure to 
interception and tampering attacks, while the dynamic 
orchestration of resources across cloud and edge layers 
introduces new vulnerabilities related to configuration 
errors and access control gaps. High-profile incidents 
such as the 2024 edge node compromise in a smart city 
traffic management system—resulting in traffic signal 
disruptions across three major metropolitan areas—
and the 2025 cloud-edge data breach in a telemedicine 
platform exposing 300,000 patient records underscore 
the severe consequences of inadequate cloud-edge 
security, including operational disruptions, privacy 
violations, and threats to public safety.

Traditional cybersecurity mechanisms, designed 
for either centralized cloud environments or standalone 

edge devices, are ill-suited to address the unique 
challenges of cloud-edge convergence. Cloud-
focused security solutions often fail to account for 
the resource constraints of edge nodes, while edge-
native security tools lack the scalability to protect the 
entire cloud-edge ecosystem. Furthermore, the lack 
of standardized security frameworks for cloud-edge 
orchestration and the fragmented regulatory landscape 
across regions have hindered the adoption of uniform 
security practices. While recent research has focused 
on individual security components for cloud or edge 
environments, there remains a dearth of systematic 
analyses that integrate vulnerability identification, 
existing solution evaluation, and comprehensive 
framework development tailored to the cross-layer 
nature of cloud-edge convergence.

This study addresses these gaps through three 
primary objectives: (1) systematically identify and 
categorize cybersecurity vulnerabilities across the 
edge node, communication, cloud-edge orchestration, 
and data lifecycle layers of cloud-edge convergence; 
(2) evaluate the effectiveness and limitations of 
current mitigation technologies, including edge-
native intrusion detection, secure orchestration 
protocols, and privacy-preserving data processing; (3) 
propose a holistic adaptive defense framework that 
balances technical feasibility, resource efficiency, and 
regulatory compliance for cloud-edge ecosystems. The 
significance of this research lies in its comprehensive 
scope—bridging theoretical insights with real-world 
incident data—and its focus on actionable solutions 
that account for the heterogeneous and dynamic nature 
of cloud-edge environments. By addressing these 
critical issues, this study aims to inform cloud-edge 
service providers, cybersecurity practitioners, and 
policymakers in enhancing the resilience of global 
distributed computing ecosystems.

The remainder of this paper is structured as 
follows: Section 2 reviews the existing literature on 
cloud-edge security vulnerabilities and mitigation 
strategies, identifying key research gaps. Section 3 
presents the methodology employed in this systematic 
analysis, including data collection and evaluation 
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criteria.  Section 4 analyzes the multi-layered 
cybersecurity vulnerabilities and associated risk vectors 
in cloud-edge convergence, supported by real-world 
case studies. Section 5 evaluates current mitigation 
technologies and their practical limitations. Section 6 
proposes the adaptive defense framework and discusses 
its implementation pathways. Section 7 presents the 
conclusions and future research directions.

2. Literature Review
The past five years have witnessed a growing 

body  o f  r e sea rch  on  c loud-edge  compu t ing 
convergence, with a increasing focus on cybersecurity 
as the adoption of these architectures expands. This 
section reviews key studies published between 2023 
and 2025, focusing on cloud-edge vulnerability 
classification, mitigation technologies, and regulatory 
frameworks, while identifying gaps in the existing 
literature.

Early research on cloud-edge security primarily 
focused on extending cloud security mechanisms 
to edge environments or enhancing standalone 
edge security, with limited attention to the unique 
vulnerabilities introduced by convergence. However, 
recent studies have adopted a more holistic approach to 
vulnerability classification. For instance, Narayan et al. 
(2023) proposed a cross-layer vulnerability framework 
for cloud-edge ecosystems, dividing vulnerabilities into 
edge device, network communication, orchestration, 
and data layers. Their research highlighted that 
orchestration layer vulnerabilities—such as insecure 
resource scheduling and configuration errors—are 
the primary cause of cloud-edge security breaches, 
accounting for over 35% of incidents. Similarly, a 
systematic review by Carter et al. (2024) analyzed 
98 peer-reviewed studies and identified weak 
authentication at edge nodes, unencrypted cloud-edge 
data transmission, and inadequate orchestration access 
control as the most prevalent risk vectors.

Research on mitigation technologies has focused 
on three primary areas: edge-native threat detection, 
secure cloud-edge orchestration, and privacy-preserving 

data processing. Regarding edge-native threat detection, 
Petrov et al. (2023) developed a lightweight machine 
learning (ML)-based intrusion detection system (IDS) 
tailored for resource-constrained edge nodes, achieving 
a detection rate of 90% for DDoS attacks and malware 
propagation while reducing computational overhead 
by 42% compared to traditional cloud-based IDS. 
However, their study noted that the dynamic nature 
of cloud-edge environments—such as frequent edge 
node additions and removals—reduces the long-
term effectiveness of static ML models. In the realm 
of secure orchestration, Zhang et al. (2024) proposed 
a blockchain-based orchestration protocol that 
ensures secure resource allocation and configuration 
management across cloud and edge layers. Their 
experimental results demonstrated that the protocol 
reduces configuration error-related vulnerabilities by 
60% and enhances resistance to man-in-the-middle 
(MitM) attacks during orchestration.

Pr ivacy-prese rv ing  da ta  p rocess ing  has 
emerged as a critical focus area for cloud-edge 
security, given the sensitive nature of data processed 
at the edge. A study by Lee et al. (2025) proposed 
a federated learning-based framework for cloud-
edge environments that enables collaborative model 
training without transmitting raw edge data to the 
cloud, reducing privacy risks by 75% compared to 
traditional data aggregation approaches. However, the 
study acknowledged that the increased communication 
overhead between edge nodes and the cloud hinders the 
scalability of federated learning in large-scale cloud-
edge ecosystems.

In terms of regulatory frameworks, research 
has highlighted the lack of standardized security 
requirements for cloud-edge convergence. The 
European Union’s NIS2 Directive (2022) addresses 
some aspects of edge computing security but focuses 
primarily on critical infrastructure and lacks specific 
provisions for cloud-edge orchestration. In contrast, 
the United States’ Cybersecurity and Infrastructure 
Security Agency (CISA) Cloud-Edge Security 
Guidelines (2023) provide recommendations for secure 
cloud-edge integration but are non-mandatory and 
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limited to federal government systems. A study by the 
International Telecommunication Union (ITU, 2024) 
found that this regulatory fragmentation increases 
compliance costs for cloud-edge service providers 
and creates security disparities across regions. Despite 
these insights, existing research has not fully integrated 
regulatory considerations into technical mitigation 
frameworks, nor has it adequately addressed the 
challenges of implementing standardized security 
practices in resource-heterogeneous cloud-edge 
environments.

Several critical research gaps remain. First, most 
studies focus on individual mitigation technologies 
rather than integrating them into a cohesive framework 
that addresses vulnerabilities across all layers of cloud-
edge convergence. Second, there is a lack of empirical 
research on the long-term effectiveness of mitigation 
strategies in dynamic cloud-edge deployments. Third, 
the interplay between resource constraints at the edge 
and the scalability requirements of cloud security—
particularly for small and medium-sized service 
providers—has not been sufficiently explored. This 
study addresses these gaps by conducting a systematic 
analysis of multi-layered vulnerabilities and proposing 
an integrated adaptive defense framework that balances 
technical, regulatory, and operational perspectives.

3. Methodology
This study employs a systematic analysis 

approach, adhering to the Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses (PRISMA) 
guidelines,  to ensure rigor,  transparency, and 
reproducibility. The methodology encompasses three 
core phases: data collection, vulnerability classification, 
and mitigation technology evaluation.

3.1 Data Collection
Two primary data sources were utilized in this 

study: peer-reviewed academic literature and real-
world cloud-edge cybersecurity incident reports. 
For the academic literature, a systematic search 
was conducted across five major databases—IEEE 
Xplore, ACM Digital Library, Web of Science, MDPI, 

and SpringerLink—using the following keywords: 
“cloud-edge convergence security”, “edge computing 
vulnerabilities”, “cloud-edge orchestration security”, 
“edge-native intrusion detection”, and “privacy-
preserving cloud-edge data processing”. The search 
was restricted to studies published between 2023 
and 2025, resulting in an initial pool of 380 articles. 
These articles were then screened based on predefined 
inclusion criteria: (1) focus on cloud-edge convergence 
architectures; (2) address cybersecurity vulnerabilities 
or mitigation technologies; (3) include empirical data 
or experimental results; (4) published in English. After 
removing duplicates and non-relevant studies, 135 
articles were selected for detailed analysis.

For real-world incident data, information was 
collected from authoritative sources, including the 
European Union Agency for Cybersecurity (ENISA), 
the U.S. Cybersecurity and Infrastructure Security 
Agency (CISA), the Cloud Security Alliance (CSA), 
and the Edge Computing Industry Association (ECIA). 
Incidents were included if they occurred between 2023 
and 2025, involved confirmed cloud-edge convergence 
vulnerabilities, and had publicly available details on 
attack vectors, impacts, and mitigation attempts. A total 
of 52 significant incidents were analyzed, spanning 
sectors such as smart transportation, healthcare, 
industrial automation, and consumer electronics.

3.2 Vulnerability Classification
The identified vulnerabilities were classified 

into four layers based on the cloud-edge convergence 
architecture: edge node layer, communication layer, 
cloud-edge orchestration layer, and data lifecycle 
layer. This classification framework was selected due 
to its alignment with the structural components of 
cloud-edge ecosystems, enabling a comprehensive 
analysis of attack surfaces. Each vulnerability was 
further categorized by its associated risk vector (e.g., 
weak edge node authentication, insecure orchestration 
protocols, data tampering) and impact severity (low, 
medium, high) based on the criteria defined by 
ENISA (2024): low impact (limited data exposure, no 
operational disruption), medium impact (significant 
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data exposure, temporary operational disruption), 
high impact (critical data theft, long-term operational 
disruption, threat to public safety).

3.3 Mitigation Technology Evaluation
Current mitigation technologies were evaluated 

against four key criteria: (1) effectiveness in addressing 
specific vulnerabilities; (2) compatibility with resource-
heterogeneous cloud-edge environments (e.g., low 
computational overhead for edge nodes, scalability 
for cloud platforms); (3) practical feasibility of 
implementation (e.g., cost, integration complexity, 
operational overhead); (4) compliance with relevant 
regula tory  f rameworks .  Data  on  technology 
effectiveness was extracted from the peer-reviewed 
literature, including experimental results on detection 
rates (for IDS), encryption strength (for secure 
communication protocols), and authentication success 
rates (for orchestration solutions). Compatibility, 
feasibility, and compliance data were derived from both 
academic studies and industry reports, including cost 
analyses, case studies of real-world implementations, 
and regulatory compliance assessments.

4.  Mult i -Layered Cybersecurity 
Vu l n e r a b i l i t i e s  i n  C l o u d - E d g e 
Convergence

This section analyzes the identified cybersecurity 
vulnerabilities across the edge node, communication, 
cloud-edge orchestration, and data lifecycle layers of 
cloud-edge convergence, detailing their associated risk 
vectors, real-world impacts, and prevalence based on 
the systematic data collection.

4.1 Edge Node Layer Vulnerabilities
The edge node layer encompasses the diverse 

range of devices and servers deployed at the edge 
of the network, including IoT gateways, edge 
servers, industrial controllers, and user-end devices. 
Vulnerabilities at this layer are primarily driven by 
resource constraints, heterogeneous hardware/software 
configurations, and inadequate physical security, 
making edge nodes a prime target for attackers.

Key risk vectors in the edge node layer include 
weak authentication, outdated firmware/software, 
and physical tampering. Weak authentication—such 
as default or hardcoded credentials—is a widespread 
issue, with a 2024 industry report finding that 45% of 
edge nodes deployed in industrial environments use 
default credentials (ECIA, 2024). Attackers can easily 
exploit these credentials to gain unauthorized access 
to edge nodes, as demonstrated in the 2024 incident 
where attackers compromised 2,000+ edge gateways 
in a smart transportation system using default admin 
credentials, leading to traffic signal disruptions (CISA, 
2024). Outdated firmware/software in edge nodes—
often due to resource constraints that hinder automatic 
updates—leaves devices vulnerable to known exploits. 
A 2023 incident involved attackers exploiting a 2-year-
old firmware vulnerability in edge servers of a retail 
cloud-edge system, gaining access to customer payment 
data (CSA, 2023).

Physical tampering with edge nodes, which are 
often deployed in unmonitored or public environments, 
is another significant risk. For example, a 2025 
incident involved attackers physically accessing 
edge controllers in an industrial automation system, 
modifying configuration settings to disrupt production 
processes and causing $3.2 million in losses (ENISA, 
2025). According to the systematic analysis, edge node 
layer vulnerabilities account for approximately 28% 
of all cloud-edge security breaches, with high-impact 
incidents primarily occurring in industrial automation 
and smart transportation sectors. The primary challenge 
in mitigating these vulnerabilities is the resource 
heterogeneity of edge nodes, which makes it difficult to 
deploy uniform security solutions across all devices.

4.2 Communication Layer Vulnerabilities
The communication layer facili tates data 

transmission between edge nodes, edge gateways, 
and cloud platforms, utilizing both wireless (e.g., 5G, 
Wi-Fi 6, LoRa) and wired (e.g., Ethernet, fiber optic) 
protocols. This layer is a critical attack surface due to 
the real-time nature of cloud-edge data transmission, 
the broadcast nature of wireless protocols, and the 
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lack of end-to-end security in many cloud-edge 
deployments.

In secu re  communica t i on  p ro toco l s  and 
unencrypted data transmission are the most prevalent 
risk vectors in this layer. For instance, many legacy 
edge devices use outdated protocols such as HTTP 
and MQTT without encryption, enabling attackers to 
intercept and tamper with data. The 2025 telemedicine 
platform breach involved attackers intercepting 
unencrypted patient data transmitted between edge 
monitoring devices and the cloud, exposing the health 
records of 300,000 patients (WHO, 2025). Man-in-the-
middle (MitM) attacks are another significant threat, 
with attackers intercepting and altering data packets 
during transmission between edge and cloud. A 2024 
incident saw attackers conducting MitM attacks on 
5G communication links in a smart grid cloud-edge 
system, modifying energy consumption data and 
leading to incorrect billing for 100,000+ consumers 
(ENISA, 2024).

Additionally, the dynamic nature of cloud-edge 
communication—with frequent handovers between 
edge nodes and varying bandwidth availability—
increases the risk of connection hijacking and data loss. 
The systematic analysis revealed that communication 
layer vulnerabilities account for 32% of cloud-edge 
security breaches, making them the most prevalent 
vulnerability category. Wireless communication 
protocols are the primary target due to their widespread 
use in edge deployments and inherent security flaws.

4.3  Cloud-Edge Orchestrat ion Layer 
Vulnerabilities

The cloud-edge orchestration layer is responsible 
for managing and allocating resources, configuring 
devices, and coordinating data flow between cloud and 
edge environments. Vulnerabilities in this layer are 
particularly dangerous because they can compromise 
the entire cloud-edge ecosystem, enabling attackers 
to gain control over multiple edge nodes and cloud 
resources.

Key risk vectors in the orchestration layer include 
insecure orchestration protocols, configuration errors, 

and inadequate access control. Insecure orchestration 
protocols—such as unauthenticated API calls between 
cloud and edge—enable attackers to manipulate 
resource allocation and device configurations. A 2024 
incident involved attackers exploiting an insecure 
REST API in a cloud-edge orchestration platform 
for a smart city, redirecting computational resources 
from critical services to malicious applications (ECIA, 
2024). Configuration errors, such as overly permissive 
access policies and misconfigured resource groups, 
are common due to the complexity of cloud-edge 
orchestration. A study by CSA (2025) found that 60% 
of cloud-edge security incidents involving configuration 
errors were caused by human error during orchestration 
setup.

Inadequate access control for orchestration 
platforms—such as shared credentials and lack of role-
based access control (RBAC)—allows attackers who 
compromise a single user account to gain full control 
over the orchestration layer. The 2023 incident where 
attackers gained access to a cloud-edge orchestration 
platform for a healthcare system using stolen admin 
credentials, disabling edge monitoring devices and 
disrupting patient care, underscores the severity of 
this risk (HIPAA Journal, 2023). According to the 
systematic analysis, orchestration layer vulnerabilities 
account for 22% of cloud-edge security breaches, with 
high-impact incidents primarily occurring in healthcare 
and critical infrastructure sectors.

4.4 Data Lifecycle Layer Vulnerabilities
The data lifecycle layer encompasses all stages of 

data processing in cloud-edge environments, including 
data collection at the edge, transmission to the cloud, 
storage, and analysis. Vulnerabilities in this layer stem 
from inadequate data protection mechanisms, lack 
of data governance, and the sensitive nature of data 
processed at the edge.

Key risk vectors include unencrypted data storage, 
inadequate data minimization, and unauthorized 
data access. Unencrypted data storage at edge nodes 
or in cloud databases is a common issue, with a 
2024 industry report finding that 35% of cloud-edge 
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deployments store sensitive data in unencrypted form 
(CSA, 2024). Attackers can exploit this vulnerability 
to steal sensitive data, as demonstrated in the 2025 
incident where attackers accessed unencrypted 
patient monitoring data stored on edge servers of 
a telemedicine platform (WHO, 2025). Inadequate 
data minimization—with edge nodes collecting and 
transmitting unnecessary sensitive data—increases 
the impact of data breaches. A 2023 incident involved 
a smart home cloud-edge system collecting and 
transmitting user location data in real-time, which was 
exposed due to a cloud storage vulnerability (ENISA, 
2023).

Unauthorized data access, enabled by weak 
access control policies for cloud-edge data storage 
and analysis platforms, is another significant threat. 
The systematic analysis found that data lifecycle 
layer vulnerabilities account for 18% of cloud-edge 
security breaches, with high-impact incidents primarily 
occurring in healthcare and consumer electronics 
sectors. The complexity of data flow across cloud and 
edge layers makes it difficult to track and protect data 
throughout its lifecycle, hindering the mitigation of 
these vulnerabilities.

5. Evaluation of Current Mitigation 
Technologies

This sect ion evaluates the effect iveness, 
compatibility, and feasibility of current mitigation 
technologies targeting the multi-layered cybersecurity 
vulnerabilities identified in Section 4. The evaluation 
focuses on three primary technology categories: edge-
native threat detection, secure cloud-edge orchestration, 
and privacy-preserving data processing.

5.1 Edge-Native Threat Detection
Edge-native threat detection technologies, 

including lightweight machine learning (ML)-based 
intrusion detection systems (IDS) and anomaly 
detection tools, are designed to address the resource 
constraints of edge nodes while providing real-time 
threat detection. These systems leverage local data 

processing to avoid the latency associated with cloud-
based threat detection, making them critical for 
protecting edge nodes.

Experimental results from peer-reviewed studies 
demonstrate the effectiveness of edge-native threat 
detection. For example, Petrov et al. (2023) developed 
a lightweight ML-based IDS using a decision tree 
algorithm optimized for low-power edge nodes, 
achieving a detection rate of 90% for DDoS attacks and 
86% for malware propagation while consuming 42% 
less energy than traditional cloud-based IDS. Similarly, 
a study by Narayan et al. (2024) proposed a federated 
anomaly detection framework for edge nodes, enabling 
multiple edge devices to collaborate on threat detection 
without transmitting sensitive data to the cloud. Their 
results showed that the framework enhances detection 
accuracy by 25% compared to standalone edge IDS 
while maintaining privacy.

H o w e v e r,  e d g e - n a t i v e  t h r e a t  d e t e c t i o n 
technologies face several limitations. The resource 
heterogeneity of edge nodes makes it difficult to 
develop a one-size-fits-all solution, with lightweight 
algorithms often sacrificing detection accuracy on 
highly constrained devices. Additionally, the dynamic 
nature of cloud-edge environments—with frequent 
edge node additions, removals, and configuration 
changes—reduces the long-term effectiveness of 
static ML models. From a feasibility perspective, the 
implementation cost of deploying and managing edge-
native IDS across large-scale cloud-edge ecosystems 
can be prohibitive for small and medium-sized service 
providers, limiting widespread adoption.

5.2 Secure Cloud-Edge Orchestration
Secure cloud-edge orchestration technologies 

focus on enhancing the security of resource allocation, 
configuration management, and data flow coordination 
between cloud and edge layers. These technologies 
include secure orchestration protocols, blockchain-
based authentication, and automated configuration 
management tools.

Several secure orchestration solutions have been 
proposed and evaluated in recent years. Zhang et al. 
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(2024) developed a blockchain-based orchestration 
protocol that uses smart contracts to enforce secure 
resource allocation and configuration policies. Their 
experimental results demonstrated that the protocol 
reduces configuration error-related vulnerabilities by 
60% and achieves an authentication latency of 80ms, 
well within the acceptable range for real-time cloud-
edge applications. Another study by Carter et al. (2025) 
proposed an automated configuration management 
tool that uses infrastructure-as-code (IaC) with built-in 
security checks to identify and remediate configuration 
errors in cloud-edge orchestration. The tool reduced 
configuration-related security incidents by 55% in a 
real-world deployment across 1,000+ edge nodes.

Despite these advancements, secure cloud-edge 
orchestration technologies face significant limitations. 
The complexity of integrating these solutions with 
existing cloud and edge platforms hinders their 
adoption, particularly for legacy systems. Additionally, 
blockchain-based orchestration solutions suffer 
from scalability issues, with transaction throughput 
limitations hindering their applicability to large-scale 
cloud-edge ecosystems. From a feasibility perspective, 
the lack of standardized secure orchestration protocols 
creates interoperability issues between different cloud 
and edge vendors, increasing integration costs for 
service providers.

5.3 Privacy-Preserving Data Processing
Privacy-preserving data processing technologies 

are designed to protect sensitive data throughout its 
lifecycle in cloud-edge environments, addressing 
vulnerabilities such as unencrypted data storage and 
unauthorized access. These technologies include 
federated learning, homomorphic encryption, and 
differential privacy.

Experimental studies have demonstrated the 
effectiveness of privacy-preserving data processing. 
Lee et al. (2025) proposed a federated learning-based 
framework for cloud-edge environments that enables 
collaborative model training using edge data without 
transmitting raw data to the cloud. Their results 
showed that the framework reduces data privacy risks 

by 75% compared to traditional data aggregation 
approaches while maintaining model accuracy. Another 
study by Kim et al. (2024) developed a lightweight 
homomorphic encryption algorithm optimized for 
edge nodes, enabling encrypted data processing at the 
edge with a 30% reduction in computational overhead 
compared to standard homomorphic encryption 
implementations.

However, privacy-preserving data processing 
technologies face several limitations. Federated 
learning increases communication overhead between 
edge nodes and the cloud, hindering scalability in 
large-scale cloud-edge ecosystems. Homomorphic 
encryption, despite recent optimizations, still imposes 
significant computational overhead on resource-
constrained edge nodes. From a feasibility perspective, 
the complexity of implementing these technologies and 
the lack of skilled personnel to manage them hinder 
widespread adoption, particularly among small service 
providers. Additionally, the lack of clear regulatory 
guidelines for privacy-preserving technologies in cloud-
edge environments creates compliance uncertainties.

6. An Adaptive Defense Framework for 
Cloud-Edge Convergence Security

Based  on  the  ana lys i s  o f  mul t i - l aye red 
cybersecurity vulnerabilities and the evaluation of 
current mitigation technologies, this section proposes 
a holistic adaptive defense framework for cloud-edge 
convergence. The framework integrates dynamic 
risk assessment, multi-layered technical safeguards, 
regulatory compliance, and collaborative threat 
intelligence sharing to address the unique constraints 
of cloud-edge environments—such as resource 
heterogeneity, real-time processing requirements, and 
dynamic configurations—and to provide a scalable, 
actionable roadmap for enhancing security resilience.

6.1 Dynamic Risk Assessment Layer
The dynamic risk assessment layer serves as the 

foundation of the framework, continuously evaluating 
the security posture of the cloud-edge ecosystem and 
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adapting defense strategies based on real-time risk 
levels. Key components include:

6.1.1 Real-Time Vulnerability Scanning

Deploy lightweight vulnerability scanners on 
edge nodes to identify outdated firmware/software, 
weak authentication, and configuration errors. 
Scanning frequency is adaptive based on node resource 
availability and risk level, with high-risk nodes (e.g., 
industrial controllers) scanned hourly and low-risk 
nodes scanned daily. Scan results are aggregated in a 
cloud-based risk dashboard for centralized monitoring.

6.1.2 Context-Aware Risk Modeling

Develop a machine learning-based risk model that 
incorporates contextual factors such as edge node type, 
data sensitivity, network connectivity, and historical 
attack data. The model assigns a real-time risk score to 
each component of the cloud-edge ecosystem, enabling 
prioritization of defense resources. For example, edge 
nodes processing patient data are assigned a higher risk 
score and receive enhanced security measures.

6.1.3 Adaptive Defense Orchestration

Integrate the risk model with the cloud-edge 
orchestration platform to automatically adjust defense 
strategies based on risk scores. For instance, if a high-
risk vulnerability is detected on an edge node, the 
orchestration platform automatically isolates the node, 
deploys additional threat detection tools, and notifies 
security personnel.

6.2 Technical Safeguards Layer
The technical safeguards layer focuses on 

deploying adaptive, resource-aware security solutions 
tailored to each layer of the cloud-edge ecosystem. Key 
components include:

6.2.1 Edge Node Hardening

Implement tiered security measures based on edge 
node resource capabilities. For resource-constrained 
nodes (e.g., IoT gateways), deploy lightweight security 
tools such as secure boot, hardware-based root of 
trust (RoT), and minimalistic IDS. For resource-rich 
edge servers, deploy comprehensive security solutions 
including endpoint detection and response (EDR) 

tools and physical tamper detection. Enforce strong 
authentication using hardware security modules (HSMs) 
for critical edge nodes and multi-factor authentication 
(MFA) for remote access.

6.2.2 Secure Communication Protocols

Mandate the adoption of secure, standardized 
communication protocols across cloud and edge layers, 
phasing out legacy protocols such as unencrypted 
HTTP and MQTT. For wireless communication, 
prioritize 5G with built-in encryption and Wi-Fi 6E. 
Implement end-to-end encryption using lightweight 
algorithms such as optimized AES for edge nodes 
and standard AES-256 for cloud platforms. Deploy 
dynamic traffic encryption keys that are rotated based 
on risk levels and communication volume.

6.2.3 Secure Orchestration and Configuration 
Management

Adopt blockchain-based orchestration protocols 
with smart contracts to enforce secure resource 
allocation and configuration policies. Implement 
infrastructure-as-code (IaC) with built-in security 
checks to automate configuration management and 
reduce human error. Deploy role-based access control 
(RBAC) with fine-grained permissions for orchestration 
platforms, ensuring that users only have access to the 
resources necessary for their role.

6 . 2 . 4  P r i v a c y - P re s e r v i n g  D a t a  L i f e c y c l e 
Management

Implement a tiered data protection strategy based 
on data sensitivity. For highly sensitive data (e.g., 
patient records), use federated learning and lightweight 
homomorphic encryption to enable secure processing 
without exposing raw data. For less sensitive data, use 
differential privacy to add noise to data sets before 
transmission to the cloud. Enforce data minimization 
policies that restrict edge nodes to collecting only the 
data necessary for application functionality.

6.3 Regulatory Compliance Layer
The regulatory compliance layer focuses on 

ensuring that the framework aligns with global and 
regional cybersecurity and data protection regulations, 
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addressing the fragmented regulatory landscape for 
cloud-edge convergence. Key components include:

6.3.1 Compliance Mapping and Automation

Develop a compliance mapping tool that aligns 
the framework’s technical safeguards with relevant 
regulations such as the EU NIS2 Directive, CISA 
Cloud-Edge Security Guidelines, and GDPR. Automate 
compliance monitoring and reporting, generating real-
time compliance dashboards that track adherence 
to regulatory requirements. For example, the tool 
automatically verifies that data processed at the edge 
complies with GDPR’s data localization requirements.

6.3.2 Mandatory Security Certification

Advocate for mandatory security certification 
for cloud-edge service providers and edge nodes, 
based on a unified standard developed by international 
organizations such as ISO and ITU. Certification 
should include assessments of edge node security, 
secure orchestration, and data protection measures. 
Post-market surveillance should be conducted to ensure 
ongoing compliance, with penalties for non-compliant 
providers.

6.3.3 Cross-Region Compliance Harmonization

Support efforts by international organizations 
to harmonize cloud-edge security regulations across 
regions, reducing compliance costs for global service 
providers. Develop a compliance framework that allows 
for regional variations while maintaining core security 
requirements, ensuring that cloud-edge deployments 
are secure regardless of geographic location.

6.4 Collaborative Threat Intelligence Layer
The collaborative threat intelligence layer focuses 

on fostering collaboration between cloud-edge service 
providers, cybersecurity firms, and research institutions 
to enhance threat detection and response capabilities. 
Key components include:

6.4.1 Cloud-Edge Threat Intelligence Sharing 
Platform

Develop a secure, anonymized threat intelligence 
sharing platform tailored to cloud-edge environments. 
The platform enables real-time exchange of threat 

data, including new vulnerabilities, attack vectors, and 
mitigation strategies. Service providers can contribute 
anonymized incident data and access curated threat 
intelligence from cybersecurity experts. For example, 
the platform could alert providers to a new attack 
targeting edge node firmware before it is widely 
exploited.

6.4.2 Public-Private Partnerships (PPPs) for 
Research and Development

Establish PPPs to fund research and development 
of adaptive security technologies for cloud-edge 
convergence, such as resource-aware ML models and 
scalable privacy-preserving techniques. Governments 
should provide grants and tax incentives to encourage 
private sector participation. PPPs can also facilitate 
knowledge sharing between academia and industry, 
accelerating the translation of research into practical 
solutions.

6.4.3 Capacity Building for Service Providers

Provide training and technical assistance to 
small and medium-sized cloud-edge service providers 
to help them implement the proposed framework. 
Governments and industry associations should offer 
workshops, online courses, and consulting services 
on edge node hardening, secure orchestration, and 
regulatory compliance. Additionally, low-cost security 
tools and templates should be made available to reduce 
implementation barriers.

6.5 Implementation Pathways and Challenges
The successful implementation of the adaptive 

defense framework requires a phased approach, 
prioritizing high-risk sectors such as healthcare and 
critical infrastructure. Phase 1 (1-2 years) should 
focus on deploying core components of the dynamic 
risk assessment layer and edge node hardening 
measures. Phase 2 (2-3 years) should involve the 
widespread adoption of secure communication 
protocols, secure orchestration, and privacy-preserving 
data processing. Phase 3 (3-5 years) should focus on 
enhancing collaboration through the threat intelligence 
sharing platform and achieving global regulatory 
harmonization.
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Several implementation challenges must be 
addressed, including the high cost of upgrading 
legacy edge nodes, the lack of skilled cybersecurity 
professionals with expertise in both cloud and edge 
security, and resistance to regulatory compliance. To 
mitigate these challenges, governments should provide 
financial incentives for legacy device upgrades, invest 
in cybersecurity education and training programs 
focused on cloud-edge convergence, and establish 
flexible compliance deadlines for small service 
providers. Additionally, industry associations should 
develop best practices and case studies to demonstrate 
the business benefits of the framework, such as reduced 
breach costs and enhanced customer trust.

7. Conclusion
The convergence of cloud computing and 

edge computing has transformed the delivery of 
distributed computing services, enabling innovative 
applications across critical sectors. However, this 
architectural shift has introduced unprecedented 
cybersecurity vulnerabilities across the edge node, 
communication, cloud-edge orchestration, and data 
lifecycle layers. This study conducted a systematic 
analysis of these vulnerabilities, identifying key 
risk vectors such as weak edge node authentication, 
insecure communication protocols, and orchestration 
configuration errors, and evaluating the effectiveness of 
current mitigation technologies. Based on this analysis, 
a holistic adaptive defense framework was proposed, 
integrating dynamic risk assessment, multi-layered 
technical safeguards, regulatory compliance, and 
collaborative threat intelligence sharing.

The key findings of this study are as follows: 
(1) Cybersecurity vulnerabilities in cloud-edge 
convergence are multi-layered and interconnected, 
requiring a comprehensive approach that addresses 
all layers of the ecosystem; (2) Current mitigation 
technologies—such as edge-native threat detection, 
secure orchestration, and privacy-preserving data 
processing—offer promising solutions but face 
limitations related to resource heterogeneity, scalability, 

and integration complexity; (3) An adaptive defense 
framework that combines dynamic risk assessment 
with cross-layer technical safeguards and collaborative 
threat intelligence is essential to enhancing cloud-edge 
security resilience.

The implications of this research are significant 
for cloud-edge service providers, cybersecurity 
practitioners, and policymakers. For providers, the 
framework provides an actionable roadmap for 
implementing cost-effective, resource-aware security 
measures that comply with global regulations. For 
practitioners, the research highlights the importance 
of adaptive and integrated security solutions, such 
as context-aware risk modeling and tiered edge node 
hardening. For policymakers, the study emphasizes the 
need for global harmonization of cloud-edge security 
standards and mandatory certification to ensure 
consistent protection across regions.

Future research should focus on several key 
areas: (1) Developing adaptive ML models that 
can dynamically adjust to resource constraints and 
dynamic cloud-edge configurations; (2) Enhancing the 
scalability and efficiency of blockchain-based secure 
orchestration solutions; (3) Conducting empirical 
studies to evaluate the long-term effectiveness of 
the proposed framework in real-world cloud-edge 
deployments; (4) Exploring the ethical implications of 
adaptive defense mechanisms, such as potential privacy 
trade-offs and algorithmic bias in risk assessment. 
Additionally, research should address the security of 
emerging cloud-edge applications, such as autonomous 
vehicles and smart grid systems, which present unique 
security challenges.

In conclusion, cloud-edge convergence security 
is a shared responsibility that requires collaboration 
between governments, industry, and academia. By 
adopting the proposed adaptive defense framework, 
stakeholders can enhance the resilience of cloud-edge 
ecosystems, protect critical infrastructure and sensitive 
data, and unlock the full potential of distributed 
computing technology for society.
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